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ABSTRACT 
 

Wireless Sensor Networks consist of sensor nodes and few powerful control mobile laptops performing activities like routing, data 
aggregation etc over wireless media. However such kind of environment prone great security threats due to the broadcast nature of the 
transmission medium. Sensor networks pose unique challenges; traditional security techniques used in traditional networks cannot be 
applied directly. Therefore this paper investigates cryptography algorithms to showcase energy analysis. The work is implemented over a 
network created with the help of Java Sun SPOT kit, consisting of sensor node and base station.  
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1. Wireless Sensor Network 
Sensor networks refer to a heterogeneous system 
combining tiny sensors and actuators with general-
purpose computing elements. These networks will 
consist of hundreds or thousands of self-organizing, 
low-power, low-cost wireless nodes deployed to 
monitor and affect the environment [1]. Sensor 
networks are typically characterized by limited 
power supplies, low bandwidth, small memory sizes 
and limited energy. This leads to a very demanding 
environment to provide security. 
 
2. Security in WSN 
Wireless networks are vulnerable to security attacks 
due to the broadcast nature of the transmission 
medium. Furthermore, wireless sensor networks 
have an additional vulnerability because nodes are 
often placed in a hostile or dangerous environment 
where they are not physically protected.  
 
2.1 Wireless Sensor Network Security Challenges 
Because sensor networks pose unique challenges, 
traditional security techniques used in traditional 
networks cannot be applied directly. First, to make 
sensor networks economically profitable as sensor 
devices are limited in their energy, computation, and 
communication capabilities. Second, sensor nodes are 
often deployed in accessible areas, presenting the 
added risk of physical attack [2]. And third, sensor 
networks interact closely with their physical 
environments and with people, posing new security 

problems. Five of the most important challenges are 
described below. 
Wireless Medium: Wireless medium is less secure 
because its broadcast nature makes eavesdropping 
simple. Any transmission can easily be intercepted, 
altered, or replayed by an adversary. It allows an 
attacker to easily intercept valid packets and easily 
inject malicious ones. 
Ad-Hoc Deployment: Network topology keeps 
changing due to node failure, addition & mobility. So 
nothing is known of the topology prior to 
deployment. Security schemes require robust designs 
to cope and operate in dynamic and ever changing 
environment. 
Hostile Environment: The highly hostile 
environment represents a serious challenge. 
Attackers can capture a node, physically disassemble 
it, and extract from it valuable information. 
Resource Limitation: Energy is the most precious 
resource for sensor networks.. Security mechanisms 
must be energy efficient otherwise it could increase 
its cost and also make decrease its usability. 
Big Scale Network: The high scale of sensor 
networks poses a significant challenge for security 
mechanisms. Providing security for it is equally 
challenging. Security mechanisms must be scalable to 
very large networks maintaining high computation 
and communication efficiency. 
 
2.2 Security Requirements in Wireless Sensor 
Network 
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Major security issues for Wireless Sensor Network 
are listed below. 
Data Confidentiality: Confidentiality means keeping 
information secret from unauthorized parties. A 
sensor network should not leak sensor readings to 
neighbouring networks. In many applications nodes 
communicate highly sensitive data. Simple method 
to keep sensitive data secret is to encrypt the data 
with a secret key that only legitimate receivers 
possess. Public-key cryptography is little expensive 
to be used in the resource constrained sensor 
networks. 
Data Authenticity and Integrity: One can easily 
inject malicious data in sensor network. So receiver 
should make sure that data it received is correct and 
legitimate data as in this malicious data can lead to 
wrong interpretation by receiver which can have 
very bad impact as in critical decision making 
process wrong information can lead to catastrophic 
results also. 
Data Freshness: Data freshness implies that the data 
is recent, and it ensures no old messages are replayed 
over network. For this counter must be used that can 
determine freshness. 
Availability: Availability ensures that services and 
information can be accessed at the time they are 
required. In sensor networks there are many risks 
that could result in loss of availability such as sensor 
node capturing and denial of service attacks. 
 
3. Cryptography 
Cryptography is basically the conversion of data into 
a secret code for transmission over a public network. 
Today's cryptography is more than encryption and 
decryption. Cryptography is the study of 
“mathematical” systems for solving two kinds of 
security problems: privacy and authentication [3].  
 
3.1 Private Key Cryptography  
A single key is used for both encryption and 
decryption. Encryption the data is encrypted by any 
encryption algorithm using the key. Only the user 
having the access to the same ‘key’ can decrypt the 
encrypted data. Examples are AES, 3DES etc. 
 
3.2 Public Key Cryptography 
In public key cryptography each user or the device 
taking part in the communication have a pair of keys, 
a public key and a private key, and a set of 
operations associated with the keys to do the 
cryptographic operations . Only the particular device 
knows the private key whereas the public key is 
distributed to all devices taking part in the 
communication. Examples are RSA, ECC etc. 

 
3.2.1 RSA Algorithm 
Key generation: 

1. Select random prime numbers p and q, 
and check that p != q 

2. Compute modulus n = pq 
3. Compute phi, φ= (p - 1)(q - 1) 
4. Select public exponent e, 1 < e < φ such 

that gcd(e, φ) = 1 
5. Compute private exponent d = e -1 mod 

φ 
6. Public key is {n, e}, private key is d 

Encryption: c = me mod n, decryption: m = cd mod n 
Digital signature: s = H(m)d mod n, Verification: m' = 
se mod n, if m' = H(m) signature is correct. H is a 
publicly known hash function. 
 
3.2.2 ECC Algorithm 
Elliptic curves were proposed for use as the basis for 
discrete logarithm-based cryptosystems almost 25 
years ago independently by Victor Miller [4] of IBM 
and Neal Koblitz [5] of the University of Washington. 
Elliptic key operates on smaller key size. ECC 
operates on the points in the elliptic curve y2=x3+ax+b, 
where 4a3+27b2≠0. Equation of elliptic curve is in real 
coordinate. In prime field operation the elliptic curve 
equation is modified as:  
y2 mod p=x3+ax+b mod p, where 4a3+27b2 mod p≠0. 
 
An elliptic curve over a finite field FP is composed of 
a finite group of points (x i ,yi ) where integer 
coordinates xi ,yi satisfy the long Weierstrass 
Equation. 
y3 + a1 xy + a3 y = x3 + a2x2 + a4x+a6 
And the coefficients a1, a2, a3, a4, a6 are elements of FP 
and are the parameters of the curve. The curve 
discriminent is Δ≠0 and there is also a point at 
infinity denoted by Θ. If FP is a field of characteristics 
2, then the curve is called a binary elliptic curve. 
Since the field is FP is generally used is cryptographic 
applications, the equation of elliptic curve is 
simplified to [20] 
y2 = x3 + ax + b ,           a,b€ Fp,             4a3 + 27b2 ≠ 0                                            
The requirement  4a3 + 27b2 ≠ 0 ensures that E is non-
singular, this means in particular that one may 
compute the tangent in every point on the curve. 
The set of rational points in E over Fp denoted by 
E(Fp) is 
E(Fp) = {(x, y) € Fp2 : y2  = x3 + ax + b}U{O},                                                        
where O is the point at infinity. The elements of E(FP) 
are called points of elliptic curve. The public key is a 
point in the curve and the private key is a random 
number. 
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3.3 Limitations of Algorithms implemented over 
WSN 
Sensor networks are vulnerable to resource 
consumption attacks. Intruder can repeatedly send 
packets to drain the nodes batteries and waste 
network bandwidth. Computing power, memory, 
and battery life of devices are more constrained in 
WSN and all above security protocols use lots of 
memory and require lot of battery power to 
successfully implement them.  Implementing them in 
wireless Sensor network actually degrades 
performance of WSN due to large battery and 
memory required by them to implement. Elliptical 
curve cryptography  provides same level of security 
with less parameters required thus improving the 
performance of Wireless Sensor Network. 
 
3.4 Key Comparison of RSA and ECC 
RSA  most commonly used public-key cryptosystem. 
As due to advancement and increase in computing 
power available to an adversary, both symmetric and 
public key sizes must grow over time so that 
acceptable security for a fixed protection life span can 
be provided and Table 1 shows this expected key-size 
growth for various symmetric and public-key 
cryptosystems. 
 
                  Table 1 Computationally equivalent key 

sizes [6] 
Symmetric ECC RSA/DSA 

80 163 1024 
128 283 3072 
192 409 7680 
256 571 15360 

 
 
4. Experimental Setup 
The entire implementation is done using Java Sun 
Spot kit. Java program (Client) running  on Sunspot 
send data using secure connection via base station to 
server running on computer. Sunspot only 
understand 3 cipher suits - 
TLS_ECDH_ECDSA_WITH_RC4_128_SHA, 
SSL_RSA_WITH_RC4_128_SHA, 
SSL_RSA_WITH_RC4_128_MD5 
 
Free Sun SPOT sends data to server which is running 
on host machine, via base station. Base station is 
connected to server via USB cable.  Data is collected 
in separate text files for each algorithms. Figure 1 
shows source code of program running on Sunspot 
and Figure 2 shows source code of Server  used 
during implementation.   

 
Figure 1  Java Code running on Sun SPOT. 

 

 
Figure 2 Server Code running on host machine 

 
ECC and RSA certificates are created and these 
certificates are added  into trust store of sunspot and 
server. In this we are getting light reading, battery 
capacity available and time from sunspot and it is 
sending these readings to server and it store result in 
text file.   
 
4.1 Results  

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research, Volume 4, Issue 5, May-2013                                                                    2215 
ISSN 2229-5518 
 

IJSER © 2013 
http://www.ijser.org 

As per the literature Sun Spot  takes around 3-4 
hours to charge it fully via USB. Here in this 
experiment Sun Spot is charged for 4 hours and then 
run  once with RSA algorithm and next time with 
ECC algorithm and find that battery sustain longer 
time when data is encrypted using ECC algorithm 
than RSA algorithm. As already mentioned data 
collected is light reading, battery value and time (in 
milliseconds). The time mentioned is in milliseconds 
which is calculated as total milliseconds from 1 
January 1970, 00:00 GMT till that time (it is calculated 
as number of years*no of days in each year*number 
of hours in each day *number of minutes in each 
hour * number of seconds in each minute * 1000). To 
calculate the total time Sun Spot take to discharge 
whole battery, difference of last reading and first 
reading is taken. Table 2 shows first and last reading 
using RSA algorithm and Table 3 shows first and last 
reading using ECC algorithm. 
  

Table 2 Output recorded using RSA 
Readi
ng No 

Light 
Readi

ng 

Available 
Battery 

Time (in 
milliseconds) 

First 1 163.95456944
444445   

1335603586528 

Last 2 16.0 1335610487738 

 
 

Table 3  Output recorded using ECC 
Readin

g No 
Light 
Read
ing 

Available 
Battery 

Time (in 
milliseconds) 

First 4 163.866423611
11112   

1335505476994 

Last 9 16.0 1335512917294 

 
Under same circumstances, from above readings it is 
observed that  by using RSA algorithm for 
encryption  battery discharges in 6901210 
milliseconds (1335610487738-1335603586528) i.e 
approx. 115.020 minutes or  1.917 hrs.  By using ECC 
algorithm for encryption battery discharges in  
7440300  milliseconds (1335505476994- 1335505476994) 
i.e. approx. 124.005 minutes or  2.066.  Experiment is 
ran 10 times for each algorithm and it is observed 
that battery consumption is less when ECC algorithm 
is used to encrypt data as compared to RSA. 
It was observed that battery level never reaches zero 
rather it never drops beyond reading 16. In Sun Spot  
the battery level is computed based on the measured 
discharge rate and so is approximate. It is also 
computed conservatively which is why it goes to 16 

after about few hrs and stays there until the battery 
voltage really falls at the end. 
Its to be kept in mind that Sun Spot will run for 
longer duration if one increase its sleep time. 
Actually for most percentage of time Sun Spot is 
sleeping and only for few milliseconds of time it 
actually operates. Changing lights of Sun Spot also 
saves energy. Different LED lights take different 
amount of  energy.  Sun Spot can run for 7-12 hours 
depending upon its sleep time, Led lights used. But 
under same circumstances when encoded data is 
transferred ECC algorithm takes less battery energy 
than RSA algorithm as experimentally proved above. 
 

5. CONCLUSION 
This paper designed and implemented RSA and ECC 
for establishing secure connection  in wireless sensor 
networks. At lower key bit size ECC provide same 
level of security as RSA. Implemented the algorithms 
one by one over Sun SPOTs for analyzing the 
cryptographic behaviour. Here Sun SPOT  send the 
light reading , available battery capacity and time.   
First charged the battery and then calculated the time 
taken by each algorithm to discharge the battery to 
find out which algorithm takes less amount of battery 
power or consumes less battery. Under same 
circumstances RSA consumes more battery power as 
compared to ECC. 

6. FUTURE SCOPE 
In future this research work can be extended as 
during secure transfer of data calculate the memory 
consumed by RSA and ECC algorithms. Calculate 
time taken to transfer the data between secure 
connection  by each algorithm to find which takes 
less bandwidth to transfer data.  Design and 
implement a set of attacks against ECC. 
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